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Abstract. The main goal of the work in the field of steganography is to transmit data in a cover image with
minimal distortion. The proposed method aims to transmit periodically updated data in a highly secure manner
through a low-distortion steganographic cover image. Storing these data directly in the cover image poses a major
security risk. Therefore, the datas to be transmitted is not directly hidden in the cover image, but in the chaotic
pattern image on the server side. In the cover images, the row and column address data of the logical fields of
the chaotic pattern image are hidden. Thus, a small amount of data representing a large amount of data is sent
to the receiver along with the cover object. Since the representative data is much smaller than the data to be
transmitted, the distortion of the cover image is minimized. The method also includes reverse social engineering.
In this application, attackers are misled to distinguish between the hidden data and the real data. PSNR metric
is used to compare the method with other studies. Only the blue channel of the Baboon, Barbara and Lena cover
images was loaded with data. In this case, the PSNR value in the red and green channels was infinite. The PSNR
result in the blue channel is also higher than the methods used in other studies. The high results indicate that

the distortion in the cover images is lower.
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1 Introduction

With the increasing power of the Internet in recent years, society is rapidly digitising and per-
sonal data is rapidly being transferred to cyber environments. However, insufficiently secure
networks expose a potential danger to the security of our data. Therefore, secure data trans-
mission has become one of the top priorities in the IT world. So much so that cyber-attacks
and defence methods have started to be included in the national defence policies of countries.
Cryptology and steganography are the sciences that ensure that data transmitted over the
internet reaches the recipient securely (Samet & Koroglu, 2019)). Cryptology is a whole of
techniques and applications based on mathematical methods to transform data in data commu-
nication between two or more parties (Yalman et al., 2014). In cryptology, the non-secret text is
called plaintext and the secret text is called ciphertext. The process of converting from plaintext
to ciphertext is called encryption, and the process of converting ciphertext to plaintext is called
decryption (Klima et al., 2018). Steganography is the science of data hiding. It aims to hide
data on a cover and transmit it in this way to prevent third parties from examining and inter-
cepting it (Li & Lu, 2018]). The cover object can be text, audio, image or video. According to
whether the secret data can be extracted from the cover object, it can be classified as invertible
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or non-invertible (Jung, [2018).

The success of steganography depends on the imperceptibility of the data hidden on the
cover object. Obscurity, robustness and imperceptibility are the three main characteristics of
steganography. In steganography, data is hidden in spatial or frequency space domains. Data
hiding in spatial domains is accomplished by changing the pixels of the cover image of the data
to be hidden. In the frequency domain, data is hidden using mathematical methods (Subhedar
& Mankar, 2018). Maximizing the hidden data without degrading the cover image quality is one
of the most important issues in steganography. The human eye cannot detect small amounts
of hidden data. However, the existence of large amounts of hidden data can be revealed by
statistical tests (Vanmathi & Prabu, 2018).

The main advantage of steganography over cryptology is that it cannot be detected. En-
crypted data made unintelligible by cryptology attracts the attention of attackers. However,
when the data is to be transmitted without attracting the attention of attackers, it is hidden
in a cover object using steganographic methods. The hidden data in the cover object is sent
securely to the receiver and the security problem is overcome (Bai et al.l [2017)).

In this paper, we propose a steganographic method based on reverse social engineering to
securely transmit large amounts of data, which can be expressed in small data sets, over the
Internet. The proposed method can be used to transmit periodically updated data securely over
the Internet. Examples of such data include usernames and passwords used to access and au-
thorize remote systems, credit card information. Another type of data can be online questions.
This is because the importance of distance learning has increased significantly during pandemics.
Emirtekin et al.| (2020)). A natural consequence of distance learning is online exams. This type
of data needs to be kept away from attackers. If the questions fall into the hands of attackers,
it can have serious consequences. Therefore, secure transmission of online exam questions is
very important. Theese data is hidden in several fields of a chaotic pattern image. The chaotic
pattern image is located on the receiver/server side. These fields are addressed based on row
and column data. The size of the address data is very small compared to the secret data to
be transmitted. The addressing application aims to express large amounts of data with small
amounts of data. In the proposed method, the address data is hidden in different cover images.
The number of cover images is equal to the number of fields of the chaotic pattern image. The
next process is the transfer of the cover images to the sender. This is the first stage of the process
and is done periodically or as needed. The second stage of the process is the transmission of the
data. At this stage of the process, fake data is generated that resembles real data. This process
happens on the sender’s side. The fake data is sent to the recipient side simultaneously with
the real data. This is reverse social engineering to mislead attackers and distract them from
the cover image. Real data is not sent directly. They are sent with the addresses of the chaotic
pattern image fields hidden in the cover images. Due to the small amount of data hidden in the
cover image, the cover image is very similar to the original image. This makes it very difficult
for attackers to detect that there is hidden data in the cover image.

The implementation of the proposed method is based on the transmission of the username and
password data. The application was developed with HTML, CSS, JQuery and PHP web tech-
nologies. With this application, low-distortion transmission of important data such as usernames
and passwords is realized at a high data rate using steganographic techniques. Furthermore,
the security level has been increased with reverse social engineering. The reason for choosing a
username and password for the proposed method implementation can be explained as follows.

On the Internet, in structures based on a server/client architecture, ensuring secure commu-
nication is an important issue. Namely, there is a possibility that malicious people can eavesdrop
on the communication between the server and the client. The security of communication be-
tween the server and the client is ensured by password authentication. The password sent by the
client must be verified on the server. If the Internet network is not secure enough, the problem of
password authentication arises. This problem often occurs in applications for logging in to web
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servers or logging in for remote access to computer networks. For these reasons, implementing
secure authentication over the insecure Internet is a very important issue (Hussain et al., 2015]).
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Figure 1: General working diagram of the proposed method.

The general operation representing the application is shown in Figure 1. In the applica-
tion, 16 cover images and one chaotic pattern image were used. The chaotic pattern image is
generated by the system. The user must register to the system to be authorized. During the
registration phase, the username and password set by the user are considered ”fake”, while the
username and password generated by the system are considered "real”. Each character of the
system-generated username and password is replaced by matching the row and column data of
the characters matrix. The modified data is circularly hidden in each of the 16 different areas
in the chaotic pattern image. Then, the address data of 16 different areas of the chaotic pattern
image and the identity data of the cover images are hidden in the 16 cover images on the server
side. The bit length of the address and cover image identification data is 12 bits. The bit length
of the username and password that are changed using the character matrix is 96 bits. In this
case, 96 bits are expressed with 12 bits. After that, all cover images are transferred to the client
computer. The registration process takes place at times when the username and password data
are updated regularly. For safety reasons, it is preferable that the periodic intervals of these
processes be long.

In the second phase of the process, the user enters a fake username and password set by the
user into the system interface. The data entered is actually a social engineering tool. The coor-
dinate data generated based on the fake username and password is used to select a cover image
from a 4x4 matrix of cover images. The selected cover image is sent to the server, which is the
recipient. The server reads the data of the image ID and the coordinates of the chaotic pattern
image from the cover image. This datas addresses one of the 16 fields in the chaotic pattern
image. From the addressed field, the equivalent of the username and password in a matrix of
characters is read. The real username and password are then determined by remapping the read
data with the character matrix.

In recent years, applications for hiding data using steganography have been deemed worthy
of research in scientific circles and many publications have been made. Most of these publica-
tions aim to improve the basic principles of steganography. Some of them are as follows.

In Huan et al.| (2019) did not randomly place the secret data in the cover image as in many
traditional LSB methods. They have used a fast progression method to determine the location
of the hidden data. Thus, they achieved high data capacity and low image distortion in the
cover image.

'Vanmathi & Prabul (2018]) used a fuzzy logic approach to detect edges in an image, hiding
data in regions distinct from edge regions to preserve the principle of imperceptibility. In data
hiding, they preferred the method of hiding pixel data in the LSB bit.
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Wu et al.| (2018)) hid the data in the contrast data rather than in the pixels of the image to
minimize the distortion rate of the image while preserving the image quality.

Singh & Shaw, (2018) proposed a hybrid model to achieve higher security. In this model,
they presented a hybrid model by integrating QR code and cryptology into the LSB approach.

Sheshasaayee & Sumathy| (2017) hybridized the plaintext sent by online banks to their users
with cryptography and steganography techniques. They used text as a cover object. Then they
encrypted the cover object to increase security.

Torvi et al. (2016) noted in their study that using an image as a cover object would take up
a lot of space and result in high bandwidth. Therefore, they suggested using an enriched text
file as a cover object for the secret message to be sent. The message has been transmitted via
a text file after being encrypted.

Shirali-Shahreza & Shirali-Shahreza) (2007)) suggested that combining password transmission
and CAPTCHA with steganographic techniques can make MMS sending more secure. In this
work, the password is stored as an audio file on the server to which the message is to be sent.
Then the MMS to be hidden is inserted into a cover image. Both files are sent to the recipient.
The receiver learns the password by listening to the audio file, and then enters the password
into special software to reveal the hidden data in the image.

In another study, Shirali-Shahreza tried to increase the security of data transmission using
steganography in mobile banking. In this work, the secret data along with the password are
stored in an image and placed on the website. The user is sent the address of the image on
the website via SMS. When the user enters this address, the image is transmitted to the client
side, and when the password is entered, the secret message inside the image is extracted [Shirali-
Shahrezal (2007)).

Wahab et al.| (2021)) have investigated how data transmitted over the Internet can be trans-
ferred securely and quickly while taking up little space on physical media. In their work, they
compressed the plaintext losslessly with Huffman coding after encrypting it with the RSA al-
gorithm. The image used as cover object is compressed with the discrete wavelet transform
DWT, a lossy compression algorithm. The encrypted and compressed plaintext hidden in the
compressed cover image using the DW'T algorithm is sent to the receiving side. On the receiving
side, the operations are performed in the reverse direction and the encrypted text is decrypted
using the key.

Using a genetic algorithm, Shyla et al.| (2021) investigated the selection of the appropriate
cover image for the data to be hidden and the suitability of which pixels of the cover object can
be used to hide this data. Thus, by selecting the appropriate cover image and pixels, the hidden
data is aimed to cause very little change in the stego image. The hidden data is in another
payload image. The proposed method consists of two stages. In the first stage, eight images are
selected as cover images from a database of one hundred images. In the first stage, statistical
data from the payload and cover images are analyzed for this process. In the second stage, it
is optimized in which pixels of the selected cover image the hidden data should be placed. In
this process, there are millions of options where data can be placed. The most optimal option
among these possibilities is determined by the genetic algorithm.

Mohammed & Al Saffar| (2021)) used the McEliece cryptosystem in their study to make data
transmission more secure with image steganography. The McEliece cryptosystem is a public-
key cryptosystem based on error-correcting codes. In this paper, the plaintext is first encrypted
using the McEliece algorithm. The ciphertext is then hidden in the cover image using the LSB
method. The generated stego image is sent to the receiver. This makes the data transmission
more secure.
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2 Materials and Methods

The proposed method is based on a client-server architecture. In this method, data communi-
cation on both sides is performed using steganographic methods. In the usual steganographic
methods, the distortion rate of the image increases with the amount of data hidden in the cover
image. The proposed method performs indirect data transmission. To increase the amount
of data to be transmitted indirectly, the number of fields in the chaotic pattern image must
be reduced. Thus, areas with smaller address data can be defined. Since the address data is
transmitted together with the cover images, the distortion rate in the cover image is reduced.
It also ensures that the transmitted data is unintelligible if intercepted. The security level
is increased by including reverse social engineering in the method. The concepts used in the
proposed method are as follows.

2.1 Chaotic pattern image

It is a 512 x 512 pixel image, 24 bit deep and in png format. Each pixel of the chaotic pattern
image is randomly generated by the system. Therefore, it is a meaningless picture and has no
in-picture edges. Inside this image, the data to be transmitted indirectly will be hidden. The
chaotic pattern image is server-side and generated separately for each user.

In the proposed method, the data that needs to be transferred securely can be username and
password, credit card information, online exam system questions, etc. These data are hidden in
the chaotic pattern picture on the server side using steganographic techniques. An example of
a chaotic pattern picture is given in Figure 2.

Figure 2: Example of a chaotic pattern image.

2.2 Fake and real data

One of the most powerful methods attackers use to obtain important data is social engineering.
In the proposed method, reverse social engineering is used. To achieve this, fake data is used
alongside real data. Fake data is used for two purposes. The first is to mislead attackers by
diverting their attention. The other is to generate row and column data to select the cover image
to be sent to the recipient. The selected cover image is sent to the server. The server uses the
cover image to resolve the actual data. Even if attackers get their hands on the fake data, they
cannot access the real data because they do not have cover images on their devices. The real
data is the data to be transmitted to the receiving end. On the server side, they are hidden in
a chaotic pattern image located in a private folder designated for each user.

2.3 Cover Image

The cover image sent between client and server carries the address data of the chaotic pattern
image containing the actual data. Even if the cover data is intercepted and the secret data is
detected, it is then meaningless. Sending the address data instead of the data itself ensures
obfuscation, which is one of the basic principles of steganography. The address data hidden
in the cover image depends on the number of fields in the chaotic pattern image. If the num-
ber of fields is 256, the address data consists of 8 bits. Of the 8 bits of data, 4 bits indicate
rows and the other 4 bits indicate columns. Reducing the number of fields increases the bit
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capacity of the field. This allows the transmission of larger data with address data of smaller
size. Along with the address data, the cover image identification data is also hidden in the cover
image. The bit length of the cover image ID is calculated according to the formula in equation 1.

logan = k (1)

In the equation, k is the number of cover images and n is the bit length of the image’s data
ID. If 16 cover images are selected, the bit length of the image ID results as n=4 from the
equation logan = 16.

2.4 How the method works (Phase I)

The operation of the method consists of two basic processes. In the first phase, before the
communication starts, the server-side prepares the real data, the fake data, the chaotic pattern
image and the cover images. The first of these preparations is the generation of the chaotic
pattern image, the character matrix and the fake data. In this stage, the real data are loaded
into the image fields of the chaotic pattern. Also, in this stage, the address data and the identity
data of the cover image are loaded into the cover image and transferred to the client side. In
the first phase of the process, all necessary procedures and details are shown in Figure 3.

¢

Generation of fake data forreverse Hiding the data to be transmitted
social engmeening (Block 1) mdwectly m the database (optional)
(Block $)
o I
S <>
v v
. Hiding the data to be transmitted
Comnlgn ‘(';:1?:;{: o mdirectly m the chaotic pattemn
5 picture (Block 6)
g — E
l§ g &
Y -
Hidmg mage identity data and
Chaotic Pattem Image Generation chaotic pattem mage address data
(Block 3) m cover unages (Block 7)
RS
% g ARCs
-
3 3 e
1 L
v v
Mapping real data to a matrix of Sendmg cover images to the chient
characters (Block 4) computer. (Block 8)
T R d K ER Ll Emas
5 RS 2 R A -‘!IIEIQ
BEIHEHE § |moas
=1 I

Figure 3: How the method works — phase I.
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2.4.1 Generation of fake data for reverse social engineering (Block 1)

In this phase of the process, fake data is generated for reverse social engineering. The fake
data has two tasks. One is to hide the cover image from the attacker’s eyes. The other is to
generate address data to select the cover image to be sent to the server. The real data is sent
to the server indirectly in the cover images. The operations performed in this phase contribute
to secure communication by distracting the attackers from their target.

2.4.2 Creating a user-specific folder (Block 2)

In this process, a user-specific folder is created on the server side. This folder is used in the
second phase of the proposed method. The purpose of the folder is to store the cover images
sent from the client computer.

2.4.3 Chaotic pattern image generation (Block 3)

The chaotic pattern image is randomly generated by the system and stored on the server. Its
function in the method is to store real data. This image of size nxn receives internal margins
in all directions. The size of the image regions of the chaotic pattern in pixels is calculated
according to the formula given in equation 2. The meaning of the abbreviations given in the
equation and the formula is as follows.

n= coordinate data row/column length

IS = Image size

iml1=First inner margin

im2=Second inner margin

FieldSize(Row/Column) = [(IS — 2imy)/2"] — 2ima (2)

2.4.4 Mapping real data to a matrix of characters (Block 4)

Real data is not stored in ASCII character format. In the method, each character is converted
into other data. For this purpose, a character matrix is randomly created for each user. The
character matrix is 8 x 8 in size. In the character matrix, the rows and columns are addressed
by 3-bit long data.

The row and column position data of each character of the real data in the character matrix
are determined. The determined row and column data are concatenated at the bit level to obtain
new data representing the character. The resulting data is in row-column data format. The data
stored in this transformed form cannot be resolved by third parties without the character matrix.
The characters matrix is shown in figure 4.

Mavixol Characters Bx 8

Figure 4: Matrix of characters 8 x 8.
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2.4.5 Hiding the data to be transmitted indirectly in the database (Block 5)

The data resulting from matching real data with a matrix of characters can be stored in a
database. This process depends on the application that uses the data to be transferred. If there
is no need, this step is skipped.

2.4.6 Hiding the data to be transmitted indirectly in the chaotic pattern picture
(Block 6)

The real data in the form of row and column data are hidden in their assigned areas of the
chaotic pattern picture. Each field in the chaotic pattern picture is given inner margins to
increase complexity. The data is written to the areas outside the inner margin.

2.4.7 Hiding image identification information and initial coordinate data of the
chaotic pattern in cover images (Block 7)

The row and column data of n random fields in the chaotic pattern image are hidden separately
in each cover image. Apart from these data, the identity data of the cover images are also hidden
in the cover image. This data is used to find out where the field addresses of the chaotic pattern
image are hidden in the cover image.

2.4.8 Sending cover images to the client’s computer. (Block 8)

After uploading the data to be hidden in the cover images, the cover images are transferred from
the server to the client side. The cover image is transferred at the time of data update.

2.5 Secure data transmission from the sender/client side to the receiver/server
side (Phase II)

The general process of secure data transmission between sender and receiver is shown in Figure
5. Reverse social engineering and the transmission of data to the receiver via cover objects takes
place in this phase.

2.5.1 Cover image selection with data produced through fake data (Block 1)

This phase is about reverse social engineering against attackers by using fake data. The DiGraph
algorithm was chosen for this application |[Por et al. (2017). The generated data from the fake
data generates row and column values to select the cover image. The generated values select
one of the cover images in the matrix. A 4x4 matrix of cover images is shown in Figure 6.

2.5.2 Uploading the selected cover image to the server side (Block 2)

At this stage of the process, the cover image selected by the user is uploaded to the server. The
folder to which the cover image is uploaded is the folder created for the user in the first phase of
the process. This folder also contains the chaotic pattern image where the real data is hidden.

2.5.3 Reading the data in the loaded cover image (Block 3)

The 4-bit long image ID data hidden in the cover image uploaded to the server side is read. The
image ID data is used to address another field in the cover image. The addressed field contains
the row-column address data of one of the chaotic pattern image fields.
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Figure 6: Cover images

2.5.4 Reading real data from the chaotic pattern picture (Block 4)

The address data of the chaotic pattern is read from the cover image and decoded by the system
hiding the actual data.

2.5.5 Checking the actual data against the data in the database (Block 5)

In this phase, the read data can be compared with the database records. If as a result of the
query a record of the read data is found, the correctness of the data can be confirmed.

2.6 Application of the method

To demonstrate the applicability of the method, a secure transmission of the username and pass-
word for system authorization from the sender to the receiver was implemented using stegano-
graphic techniques. The method should be analyzed in two basic phases. These are the processes
of registration and login to the system. The interface developed for the application is shown in
Figure 7.

In the first stage of this process, users are requested to register their username and password

Steganographic Data Transmission Model which High Loaded Low Distortion Rated

Test Interface

admin Ascii Code Equivalent of Username ‘ Row Number of the Cover Image to be Selected ‘

Login -9

Ascii Code Equivalent of Password ‘ Column Number of the Cover Image to be Selected ‘

[eee ] ['“
~ 0

enerate Pattern(1} | Load Cover Image(2) | | Generate Username & Password ( 3 ) | | Write Circular to Pattern (4 ) Show Pattern Selected Image || Circular Data Simulate

User Registration Process Workflow Other Tools

Figure 7: Method application interface
information in the system. Then a user-specific folder is created on the server side. This folder

is used when users log on to the system.
In practice, the row and column values for addressing the chaotic pattern image are each
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4 bits long. In total, the chaotic pattern image is divided into 16x16 = 256 equal areas. Ac-
cording to Equation 2, where the pattern image is 512x512 pixels, im; = 56 pixels, img = 5
pixels, and the row and column data are each 4 bits long, each part of the pattern image is
[512 — (2256)]/(2%)] — 225) = 15215 pixels. The fact that the row and column data are each
4 bits long means that the full address is 8 bits long. In the method, the length of the cover
image credential is 4 bits. According to these parameters, the data to be hidden in the cover
image is 44+8=12 bits long. The 12 bits of data in the cover image corresponds to 15x15 = 225
bits of data. This is because in the proposed method only the blue channel of the color pixels is
loaded with data. In the method, the red and green channels are not loaded with data. Thus,
one bit of data is loaded per pixel. This situation is shown in Figure 8. A representation of the
area that needs to be loaded in 16 of the total 256 co-fields is shown in Figure 9.
Eight-character real usernames and passwords used for authorization are generated by the
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IfoEkE.
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Figure 8: Illustration of one of the 15x15 areas of a chaotic pattern image.
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Figure 9: The division of a complex pattern picture into logical areas.

system on the server side. When users log in to the system, system-generated usernames and
passwords are taken as the basis for authorization. When generating this data, care was taken to
ensure that the username and password consist of lowercase letters, uppercase letters, characters
and numbers.

In the application, the username is u0z9@Sad and the password is fzN799p3, created by the
system. This case and the character matrix generated specifically for the user are shown in
Figure 10. The first letter of the user name ”u” is generated according to the character matrix
as follows: The position of the letter ”u” in row and column format is 1 for row and 6 for col-
umn. From these values, the row value (1) in decimal system becomes (001)2 in binary system.
Similarly, the value of (6)1¢ columns in the decimal system becomes (110)3 in the binary system.
In the binary number system, the rows and columns are placed next to each other to get the
new value of the letter ”u”. In this case, the ASCII equivalent of the letter ”u” is expressed as

(001110) instead of (01110101)a.
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This data is used to authorize the user to access the system. The matching data is displayed
below the character matrix in Figure 10.

User Name : uoz9@Sad Character obtained atthe 1st row- 6th column
Password : fzN?99p3 intersection: u
Row-Column initial value is zero.

Figure 10: Coordinate data generation.

The data obtained from matching the real user name and password with the character ma-
trix must be stored in the database. These data is used to allow the user to access the system
for verification purposes.

Hiding the addresses of the 16 random fields in the chaotic pattern image, formatted as rows
and columns, in the cover images is shown in Figure 11. The dark areas represent the logical
regions where the data is hidden. 16 65 72 03 04 30 37 10 data is hidden as username and 60
72 67 24 03 03 02 23 data is hidden as password in the complex pattern image. In the proposed
method, data is stored circularly to increase the complexity of storage. Figure 11 also shows
how the data 16 65 72 03 04 30 37 10 corresponding to the username u0z9@Sad is hidden in the
complex pattern image.

2.6.1 The process of logging into the system.

Each character of the entered fake username and password is converted into ASCII codes by the
system. In the next step, these codes are normalized using the min-max function. The min-max
function reduces the ASCII codes to the range [0-1]. Each reduced value in the range [0-1] is
multiplied by 4, since the matrix of cover images is 4 x 4, and eight values in the range [0-3] are
obtained. These give the row and column values of the cover images in the 4x4 matrix. Assuming
that one of the characters of the username is r and the smallest ASCII code equivalent of the
other characters of the username is 103, the function works as follows. The ASCII equivalent
of the letter r is 134. In this case, according to Equation 3, x = (134-103)/(137-103) = 0.91.
Then x’ is multiplied by 4 to get 0.91 * 4 = 3.64. When the result is rounded down, the row
value is 3. The min-max function [Jain et al.| (2005)) used to perform these operations is given in
equation 3.

1"/ = (-Tz - $min)/(xmax - xmm) (3)

In the next step, two numbers are selected from the two groups of eight numbers in the range

[0-3], one of which represents the row and the other the column. This data determines which
cover image is sent to the server side.

Figure 12 shows an example of the interface developed to implement the method, the ASCII

codes generated for the username and password, and the data obtained after normalizing these
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Figure 11: In Method Application Software, circular writing of the real user name into a complex
pattern image.

codes using the min-max function.
security 115-101-99-117-114-105-116-121 20022023

"""""" 49-50-51-52-53-54-55-56 00011223

Figure 12: Selection of the cover image with a fake username and password.

Figure 12 shows that the data of 2 comes from both the username and the password. In this
case, the cover image in row 2 and column 2 is sent to the server.

At this stage of the process, the cover image, which hides the real username and password,
is uploaded to the server. By extracting the address data of the chaotic pattern image from the
cover image, the 96-bit username and password data are circularly read in the chaotic pattern
image stored on the server side.

The actual user and password data read at this stage is queried in the database. If the
records belonging to the read data are found as a result of the query, the user is authorized for
the system.

3 Experimental Results and Analysis

Any processing applied to an image can result in a significant loss of image quality. Methods for
evaluating image quality fall into two categories: subjective and objective. Subjective methods
are based on sensory evaluation by humans, without reference to specific criteria. Objective
methods are expressed in terms of statistical parameters and tests. They are based on knowledge
and facts. The measurement parameter MSE, PSNR (Peak Signal-to-Noise Ratio), used to
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measure visual quality, is an objective method. The MSE formula is given in equation 4, and
the PSNR formula is given in equation 5. As MSE (mean square error) approaches zero, PSNR
approaches infinity. It can be concluded that higher PSNR values indicate higher image quality.
In other words, a very low PSNR value indicates that there are large numerical differences
between the two images Hore & Ziou (2010).The Peak Signal-to-Noise Ratio (PSNR) metric
can also be used in other areas, such as measuring I-frame coding time for H.264/AVC and
measuring the level of increase in output bit rate .

f: Original image

g : Test image

M N

MSE(f,0) = (57+) D0 S (s — 903 (1)
i=1 j=1
PSNR(f.g) = 10.10g10(255* /MSE(f.g)) (5)

To demonstrate the ability of the proposed method to handle different amounts of data and
to determine the degradation rate of the cover image according to these capacities, the chaotic
pattern image is divided into logical regions of different sizes. These regions can be addressed
with row/column data of 2, 3, 4, 5, 6, 7 and 8 bits. Therefore, in addition to the 4-bit data
describing the cover images, address data of different lengths for different time periods were
hidden using the LSB method. The capacity of the amount of data transmitted indirectly is
calculated according to equation 2.

Figure 13: Baboon and Barbara images.

Table 1: PSNR values of Baboon and Barbara cover images for different amounts of data.

Amount of Baboon Barbara
data hidden in | Indirectly transmitted data (bit) | PSNR value (dB) - | PSNR value (dB) -

Cover Image (bit) Blue channel Blue channel
4+ (1+1) =6 [((512-2%56) /21)-(2x5)]*=36.100 71,29 72,26

B [((512-2%56)/2%)-(2x5)]x
A CHD =T 1(519-2%56) /21)-(2x5)]=17.100 70,5 71,29
4+ (242) =8 [((512-2%56)/2%)-(2x5)]>=8100 70,5 71,29

B [((512-2%56)/2%)-(2x5)]x
A+ GF2) =9 | 1(519-2%56) /22)-(2x5)]=3600 69,83 70,5
4+ (343) =10 | [((512-2%56)/2%)-(2x5)]>=1600 69,83 70,5

B [((512-2%56) /2%)-(2x5)]x
4+ (4+43) =11 ((512.2%56) /2%)- (2X5>]:600 69,25 69,83
4+ (44+4) =12 | [((512-2%56)/2%)-(2x5)]*=2 69,25 69,83

PSNR was used to determine the distortion rate between the embedded image and the
original image. Different PSNR values were measured at different loads using the Baboon and
Barbara cover images shown in Figure 13, various PSNR values were measured at different loads.
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The results are shown in Table 1. The measured PSNR values show that the distortion of the
cover image decreases as the amount of data increases. Thus, when large amounts of data need
to be transmitted end-to-end, the data can be transmitted with very low distortion.

Table 2: Baboon histogram charts - payload : 12 bits.
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Table 3: In the model, measured PSNR values (cover image)

Channels
PSNR | R G B
Inf | Inf | 69,22

In the method implementation, 16 cover images and one chaotic pattern image with real data
were used. The size of both images is 512 x 512 pixels. For applications where data transfer
performance is important, the size and number of cover images can be reduced. For applications
where a large amount of data needs to be stored, a larger chaotic pattern image or multiple
chaotic pattern images can be used if necessary. In such cases, a different coordinate system
other than the recommended coordinate system can also be used. Thus, large amounts of data
can be moved indirectly by small data.

Table 2 shows the histograms of the original Baboon image and the cover image and the
difference between the two images. The graphs were created using Matlab software. The PSNR
value measured with the original Baboon image and the cover image applies only to the blue
channel. The measured value is 69.2. Since no data was uploaded for the red and green channels,
the measured PSNR value for these channels is infinite. The measured PSNR results are shown
in Table 3.

Table 4 shows the histogram plots and the difference between the original and cover image
of the chaotic pattern image where the real username and password are stored. The PSNR
values measured for these images are given separately for the three channels in Table 5. The
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Table 4: Histogram graphs of chaotic pattern picture.
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Table 5: In the model, measured PSNR values (chaotic pattern image)

Channels
PSNR | R G B
Inf | Inf | 69,22

results are lower than the Baboon image. The lower results are due to the higher amount of
data hidden in the chaotic pattern image. By comparing the histogram plots of both figures, the
differences between the histograms and the measured PSNR values, it is proved that indirect
data transmission is more efficient with the proposed method.

A comparison of the proposed method with other studies is given in Table 6 and Table 7.
The comparisons are based on studies using Baboon, Barbara and Lena images as cover objects.
PSNR value is used as a criterion. Since only the blue channel of the color image is data hidden
in the proposed method, the PSNR values of the blue channel are measured. The results for
the red and green channels are infinite. In general, the infinite PSNR values in these channels
contribute positively to the similarity of the cover image with the original image. The distortion
is only due to the blue channel.

4 Limitations of the proposed model

The model ensures secure data transmission of periodically updated data. Examples of this
data can be online exam system questions, system authorization data, credit card data, etc.
This type of data only changes during update periods. The model provides highly secure data
transmission for this type of data. However, it is not a suitable model for sending data that
changes instantaneously from sender to receiver. The model has limitations for this type of data.
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Table 6: Illustration of PSNR ratios of other working methods.

Images (512x512)

‘Works Embedded bit Baboon Barbara Lena
PSNR (db) | PSNR (db) | (PSNR)
s = p |
Baboon = 582 49,9 59,8 50,4
Elshare & El-Emam| (2018) | Barbara = 1300 49,8 62 51,2
B Lena = 1248 53,4 63,2 54,8
‘Wahab et al.[(2021) Lena = 22652 - - 40,02
Barbara = 71061
Peter et al.| (2022) Lena — 70965 - 52,53 52,53
. Baboon = 47309
Kaur & Slngl“:(2021) Lena — 47309 36,24 - 36,67
Chuang et al.| (2021) Lena = 775716 - - 39,57

Table 7: Illustration of PSNR ratios of proposed method.

Images (512x512)
‘Works Embedded bit Baboon Barbara Lena
PSNR (db) PSNR (db) (PSNR)
Direct Indirect
Proposed (Cover (Chaotic | R G B R G B R G B
method Image) Pattern)
44+(1+1) =6 36100 Inf | Inf | 71,29 | Inf | Inf | 72,26 | Inf | Inf | 71,26

5 Conclusion

A multilayer steganographic method is proposed for secure transmission of very important data
that is periodically changed on the Internet. Steganographic data transmission methods are
compared and evaluated based on high data transmission capacity and low image distortion
rate. In this sense, the proposed method outperforms the existing methods. The advantage of
the other works over the proposed method is that all the desired data can be sent to the receiver
immediately. However, in these studies, data such as username, password, online exam system
questions, credit card information, etc. may also be transmitted as in the proposed method.
Therefore, the PSNR values of the proposed method and the methods proposed in other studies
can be compared. In the proposed method, the pixel values of the red and green channels of the
cover image are the same as the original image because no data on the pixel values are uploaded
and the PSNR values of these channels are infinite. Therefore, only the PSNR value in the blue
channel is compared with the PSNR values of other studies. According to the results in Table
2, although the PSNR values of the red and green channels of the proposed method are infinite,
only the PSNR value in the blue channel is higher than the PSNR values in other studies. The
PSNR values measured in other studies are in the range of 36.24-63.2. In the proposed method,
it is infinite in the red and green channels and in the blue channel it is in the range of 71.26-71.29.
These results prove that the distortion in the cover image is lower than the cover images used
in other studies. The payload capacity of the method can be increased by adding data to the
red and green channels.

The novelty of the proposed method, which is different from other works in the literature,
can be expressed as follows. The model can be used for secure transmission of data that is
updated periodically and needs to be sent continuously between the sender and the receiver at
update intervals. The model guarantees a low distortion rate for the cover image throughout
the data transmission. This is demonstrated by comparing the PSNR values obtained from the
cover images used in the implementation developed for the model with the PSNR values of other
works. Another novelty of the proposed method is the application of social engineering against
attackers. With this application, the security level of data transmission is increased.
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